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SUMMARY

An enthusiastic Computer Science and Engineering undergraduate with a strong passion for Secure Web & Mobile
Application Development, Artificial Intelligence, LLMs, Cybersecurity and Networking.

EDUCATION

• University of Moratuwa Mar 2023 – Present
Bachelor of Science (Honours) in Engineering Moratuwa, Sri Lanka
◦ Specialization: Computer Science and Engineering (Cybersecurity Stream)
◦ GPA: 3.68/4.0 [View Transcript 2]

• Royal College Jan 2008 – Mar 2022
Primary and Secondary Education Colombo, Sri Lanka
◦ G.C.E. Advanced Level: 3 A’s in the Physical Science Stream (Z-score: 2.1595)
◦ G.C.E. Ordinary Level: 9 A’s

PROFESSIONAL EXPERIENCE

• Intern Cybersecurity Engineer Nov 2025 – May 2026
WSO2 Lanka PVT Limited 2 Full-time, On-site
◦ Developed a scheduled scanning system that evaluates GitHub repositories against security, maintenance, and

community standards, with a monitoring dashboard.
◦ Built an AI-powered service to refine security advisory content to public announcement standards, along with a

companion Chrome Extension to consume it.

• Flutter Developer Mar 2024 – July 2025
Operate Holdings Limited, Saudi Arabia 2 Part-time, Remote
◦ Developed "Operate”, a mobile app for task management, issue tracking, and employee training. (Android App 2

& iOS App 2)
◦ Led UI/UX design and implementation to ensure a user-friendly experience tailored for users in Middle Eastern

organizations.

• Full-Stack Developer June 2024 – May 2025
Simology Limited, United Kingdom 2 Part-Time, Remote
◦ Led a team of developers in building end-to-end eSIM sales platform website backends and mobile apps.

(Android App 2, iOS App 2 & Website 2)
◦ Oversaw deployment, maintenance, payment gateway integrations, and testing to ensure reliability and scalability.

PROJECTS

• Code Scanner AI - Multi-Agent AI Security Analysis Tool [§] 2026
Technologies: Next.js, TypeScript, React, Tailwind CSS, OpenAI API, Anthropic API, Docker Individual Project
◦ Built a three-agent pipeline that discovers API endpoints, generates OWASP-mapped security checklists, and

inspects code for vulnerabilities like SQL injection, XSS, and command injection.
◦ Automatic framework detection across Next.js, Django, Flask, FastAPI, and Spring Boot, with a security scoring

dashboard and real-time analysis logs.

• TrueVote - Blockchain-Based Decentralized Voting Platform [§] 2025
Technologies: Web3.js, Ganache, Solidity, React.js, Node.js, MySQL, AWS S3 Group Project
◦ Ethereum smart contracts using Solidity, enabling decentralized and immutable campaign data storage.
◦ Solidity event emitters and Web3.js listeners to stream real-time vote tallies to the frontend with minimal latency.

• SafeCom - AI-Powered Spam & Scam Detection [§] 2026
Technologies: Flutter, Kotlin, OpenAI APIs, Next.js, Node.js Group Project
◦ Analyzes call duration, call history, contact details, and message content to identify suspicious activity.
◦ Cross-references caller identities with open-source intelligence to verify if the person is who they claim to be.

• Pintos Docker [§]
Technologies: Docker, Bash, C Individual Project
◦ Containerize the Pintos operating system development environment for streamlined setup and consistent builds.
◦ Support for both QEMU and Bochs simulators, enabling flexible testing and debugging within the container.

• AlexGPT - On-Device AI Assistant [§]
Technologies: Python, OpenAI APIs, Bash, Google APIs Individual Project
◦ Accepts natural language commands and performs device-level tasks based on user-defined actions and rules.
◦ Designed an extensible JSON-based schema to define and register custom capabilities for the AI agent.
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SKILLS
• Programming Languages: Python, TypeScript, SQL, Java, C, C++, Dart, Solidity, Bash
• Frameworks & Libraries: Flutter, React.js, Next.js, Express.js, Flask, FastAPI, Node.js, Web3.js, Tailwind CSS
• Cybersecurity Tools: Wireshark, Burp Suite, Nmap, Nessus, OWASP ZAP, Metasploit, Hashcat
• Database Systems: MySQL, PostgreSQL, Firebase Firestore, DynamoDB, MongoDB, SQLite, Redis
• Cloud & DevOps: AWS, Google Cloud, Docker, GitHub Actions
• Soft Skills: Public Speaking, Problem Solving, Team Leadership, Event Coordination, Time Management

COMPETITIONS AND AWARDS

• Winners of DreamShot AI Hackathon Jan 2025
3-day AI Hackathon, organized by DreamSpace Academy Sri Lanka
◦ Awarded the Best AI Solution Award for the project SafeCom - AI Scam Detection App.

• Winners of Idealize 4.0 Aug 2024
Idealize 4.0 Open Category, organized by AIESEC in the University of Moratuwa
◦ Awarded Winner and received the Idealizer Award & Trendsetter Title for the project Localize Sri Lanka.

• Winners of Devthon 1.0 Mar 2024
Dev{thon} 1.0, organized by the Leo Club of the University of Moratuwa & SLTC
◦ Awarded Winner for the project Localize Sri Lanka.

• President’s Scout Award Feb 2022
Scouting, National Level

VOLUNTEER EXPERIENCE

• Volunteer - 1st ADScAI Symposium 2025 Mar 2025 – May 2025
CSE40 - 1st Applied Data Science & Artificial Intelligence Symposium 2025
◦ Contributed to the preparation of website content, email communications, and promotional posters as part of the

Publications Committee.
• Volunteer - Cyber Rush 2025 Mar 2025 – May 2025

CSE40 - CodeJam 2025 Capture the Flag Competition
◦ Collaborated with the development team to design original cryptography and web vulnerability challenges for the

competition.
• Volunteer Resource Person - Future Minds 2025 Mar 2025 – May 2025

CSE40 - CodeJam 2025 Future Minds
◦ Delivered an engaging session for school students on “Introduction to Network Security & Cryptography,”

introducing core principles and practical relevance. (Youtube 2)

LEADERSHIP EXPERIENCE

• Student Representative Jan 2025 – June 2026
Dept. of Computer Science and Engineering, University of Moratuwa

• Webmaster of CSESS July 2025 – May 2026
Computer Science and Engineering Students Society, University of Moratuwa

• Lead of Web Development Committee May 2025 – Sept 2025
Innovate with Ballerina 2025, organized by the IEEE Student Branch

• Assistant Head of the Web and Technology Pillar May 2024 – Oct 2024
MoraSpirit - Leading University Sports Empowering Initiative in Sri Lanka

• Senior Prefect Mar 2022 – Mar 2023
Royal College

• Assistant Chairman Jan 2020 – Dec 2020
Royal College Computer Society

ADDITIONAL INFORMATION
Languages: English (Professional working proficiency), Tamil (Native proficiency), Sinhala (Professional working
proficiency)

REFERENCES

1. Dr. R. M. Sunimal Rathnayake
Senior Lecturer
Department of Computer Science and Engineering
University of Moratuwa, Sri Lanka
Phone: +94 77 807 7544
Email: sunimal@cse.mrt.ac.lk

2. Prof. D. A. Meedeniya
Professor
Department of Computer Science and Engineering
University of Moratuwa, Sri Lanka
Phone: +94 71 393 5801
Email: dulanim@cse.mrt.ac.lk
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